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Hi everyone,

I wrote a short summary of the PQC project, for the ACMD annual report. What do you think? Let me know if you
have any comments or suggestions, and I will try to incorporate them into the final version, and submit it on Friday.

Thanks very much!

--Yi-Kai
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An emerging discipline at the intersection of physics and computer science, quantum information science is likely to revolutionize science and technology in the same way that lasers, electronics, and computers did in the 20th century. By encoding information into quantum states of matter, one can, in theory, exploit the seemingly strange behavior of quantum systems to enable phenomenal increases in information storage and processing capability, as well as communication channels with high levels of security. Although many of the necessary physical manipulations of quantum states have been demonstrated experimentally, scaling these up to enable fully capable quantum computers remains a grand challenge. We engage in (a) theoretical studies to understand the power of quantum computing, (b) collaborative efforts with the multi-laboratory experimental quantum science program at NIST to characterize and benchmark specific physical implementations of quantum information processing, and (c) the demonstration and assessment of technologies for quantum communication.
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In December 2016, NIST published a call for proposals which marked the beginning of a formal process to develop standards for post-quantum cryptosystems [1]. The goal of this process is to standardize one or more cryptosystems that could replace those currently-used schemes that are vulnerable to attack using quantum computers, including RSA, discrete log, Diffie-Hellman and elliptic curve cryptosystems. These cryptosystems play a crucial role in Internet commerce and cybersecurity. While large quantum computers have not yet been built, NIST believes it is prudent to begin preparing for that possibility.

The NIST call for proposals focuses on three main functionalities: public-key encryption, key exchange, and digital signatures. These are fundamental cryptographic primitives that enable a variety of applications, including secure web browsing, digital certificates, and secure software updates. 

There are a number of candidate cryptosystems that are believed to be quantum-secure. These are based on a variety of mathematical techniques, including high-dimensional lattices, coding theory, systems of multivariate polynomial equations, elliptic curve isogenies, hash-based signatures, and many others. However, further research is needed in order to build confidence in the security of these schemes, and to improve their practical performance. 

The NIST standards development process involves an open call for proposals, followed by multiple rounds of public review, involving experts and stakeholders in academia, government and industry. This process is intended to foster the development of post-quantum cryptosystems that will be suitable for standardization, as well as basic research on related topics, such as quantum algorithms and quantum cryptanalysis.

In 2017, NIST worked with the post-quantum cryptography community to refine NIST’s guidelines in the call for proposals. NIST received a total of 82 proposals by the submission deadline in November 2017. NIST is now beginning the review process, which includes both internal review and public discussions. In April 2018, NIST will hold a workshop, collocated with the PQCrypto conference in Fort Lauderdale, Florida, to discuss the cryptosystems that were proposed for standardization. 

[bookmark: _GoBack]NIST is also carrying out research in a number of areas in post-quantum cryptography, including quantum-secure symmetric cryptography [2], multivariate cryptography [3][4][5], and quantum cryptanalysis [6][7]. In addition, NIST is engaging with the community through conference presentations [8][9][10][11], online mailing lists, and technical magazine articles [12][13]. 



[1] Announcing Request for Nominations for Public-Key Post-Quantum Cryptographic Algorithms, Federal Register, 81 FR 92787, Dec. 20, 2016.

[2] G. Alagic and A. Russell, Quantum-Secure Symmetric-Key Cryptography Based on Hidden Shifts, in Proceedings of EUROCRYPT 2017, Paris, France, April 30–May 4, 2017.

[3] [bookmark: _Hlk501570884]R. Cartor and D. Smith-Tone, An Updated Security Analysis of PFLASH, in Proceedings of PQCrypto 2017, Utrecht, the Netherlands, June 26–28, 2017.

[4] D. Moody, R. Perlner, and D. Smith-Tone, Improved Attacks for Characteristic-2 Parameters of the Cubic ABC Simple Matrix Encryption Scheme, in Proceedings of PQCrypto 2017, Utrecht, the Netherlands, June 26–28, 2017.

[5] D. Cabarcas, D. Smith-Tone, and J. A. Verbel, Practical Key Recovery Attack for ZHFE, in Proceedings of PQCrypto 2017, Utrecht, the Netherlands, June 26–28, 2017.

[6] B. Amento-Adelmann, M. Grassl, B. Langenberg, Y.-K. Liu, E. Schoute, and R. Steinwandt, Quantum Cryptanalysis of Block Ciphers: A Case Study, manuscript (2017).

[7] R. Perlner and Y.-K. Liu, Thermodynamic Analysis of Classical and Quantum Search Algorithms, arXiv:1709.10510.

[8] R. Peralta, NIST's Post-Quantum Cryptography Project, Real World Crypto 2017, New York, USA, Jan. 10-12, 2017.

[9] D. Smith-Tone, R. Perlner, and D. Moody, Q&A Session on the NIST Call for Proposals, PQCrypto 2017, Utrecht, the Netherlands, June 26–28, 2017.

[10] L. Chen, Updates on the NIST Post-Quantum Cryptography Standardization Process, ETSI / IQC Quantum Safe Workshop, London, UK, Sept. 13-15, 2017.

[11] D. Moody, The ship has sailed: the NIST Post-Quantum Cryptography ‘competition,’ Asiacrypt 2017, Hong Kong, China, Dec. 3-7, 2017.

[12] L. Chen, Cryptography Standards in Quantum Time: New Wine in an Old Wineskin?, IEEE Security & Privacy, vol. 15, no. 4, pp. 51-57, July/August 2017.

[13] S. Jordan and Y.-K. Liu, Quantum Cryptanalysis: Shor, Grover, and Beyond, IEEE Security & Privacy (to appear).










